








devices may be managed by the organization’s IT staff
or they may be personal devices, such as a home PC.
This access normally occurs through a VPN concen-
trator, which typically runs either Internet Protocol
security (IPsec) or Secure Sockets Layer (SSL) protocols
to protect the data stream.

Vendors and partners may have access to support
or systems on the organization’s network. This is
often accomplished with VPN connections over the
web and may include dedicated circuits. This remote
access is distinguished by the level of access granted,
which is usually very restricted. Otherwise, the tech-
nology may be identical to that described earlier.
Mobile staff may use devices such as PDAs and smart-
phones to gain access to particular applications.
This access often requires a special-purpose gateway
specific to the mobile device, such as a BlackBerry
Enterprise Server.

Traveling users might make use of lightweight remote
access solutions such as the Internet, e-mail or various
support tools. These systems may not be thought of
as being true remote access because they are inten-
tionally made accessible through the firewalls. At
the same time, these systems often pull information
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from within the network, granting accessibility to data that is
considered internal.

Each of these modes of remote access might have many varia-
tions. For example, SSL VPN can be used to grant network layer
access (often called network extension), single IP/port access (called
port forwarding) or web-only application extension (called reverse
proxy), all within the same VPN concentrator.

While the specific technologies in play at a given organization
will each have different strengths and weaknesses, their purposes
remain similar. The goal is to facilitate access to internal resources
without exposing them to risk.

Threats to Remote Access

Having identified the basic types of remote access, the next step
is to start thinking about what might go wrong. Envision a typical
remote access scenario — in this case, a VPN — as shown in the
VPN Remote Access diagram below.

The diagram depicts the various participants in a remote access
event: the remote side, the internal side and whatever networks
carry information between the two. Both sides have some device
or software that manages the remote connection.

Typically, this task is handled by software at the remote user’s end
and an appliance on the organization’s end. However, variations
abound. The diagram highlights how threats to remote connec-
tivity can target the establishment of the connection, information
in transit, the endpoints themselves or the ability of either end to
transmit or receive.

Remote access solutions are subject to a variety of threats, most
of which are independent of the technology used, such as the
following.

Denial of Service (DoS) attacks: These types of attacks can
overwhelm the VPN concentrator so that users cannot connect. They
can also cause account lockout by intentionally sending an incorrect
password over and over for a remote access user.

Traffic analysis: An eavesdropper can learn a great deal from
encrypted traffic, despite the fact that the actual contents of packets
might not be accessible.

For example, someone sniffing a wireless network can see what
the endpoints of the conversation are. They might also be able to
deduce where and when users work, bank or shop.

Dictionary attacks: These attacks are used to guess the pass-
words of remote access users. Where account lockout is in place,
as it should be, these can be run as “low and slow” attacks that
may not trigger IDS and log analysis alerts.

Some of the threats to remote access can be mitigated by smart
system design. For example, the use of time-based password tokens
dramatically reduces the possibility that someone will be able to
guess or steal a password.

Other threats are nearly impossible to protect against. For example,
a truly determined attacker with a “bot” army at his or her dis-
posal can lock up any VPN concentrator by throwing sufficient
resources at it.



When designing a remote access solu-
tion, the security analysis should focus on
the greatest risks. Because remote access
users are geographically dispersed and
because they may be connecting over
wireless networks, the most significant risk
to secure remote access is a man-in-the-
middle attack.

Man-in-the-middle attack: The threat
of impersonating the remote access
system itself must be considered. In a
man-in-the-middle attack on a remote
access system, the adversary convinces the
remote user that an imposter system is,
in fact, a legitimate source of remote
access connectivity.

When the user connects, the attacker
simply takes the same credentials and passes
them along to the actual remote access
on-ramp, impersonating the user’s end-
point system, as shown in the Man-in-the-
middle Attack diagram.

This is a particularly insidious attack. The
interceptor can inspect and alter all traffic
on its way between the user and the orga-
nization’s internal network. Fortunately, a
well-designed remote access solution can
entirely mitigate the potential for a man-
in-the-middle attack.

Securing Remote Access

The simplest way to secure a remote
access solution is to assume that every
aspect of the remote path is compromised
and untrusted at all times. If a design
accounts for this, then the organization
won't be vulnerable to predictable (and un-
predictable) threats.

For example, much has been made about
“evil twin” access points. These wireless
access points mimic either commercial Wi-Fi
services or even an organization’s own
APs. With a proper design, this threat is
easily mitigated.

If end users are connecting via com-
mercial Wi-Fi services while on the road,
the assumption should be that the entire
path is untrusted. So it doesn’t matter
whether the access point is legitimate or
an “evil twin” when assuming that all traffic
is compromised and should be watched.
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For man-in-the-middle threats, use these

five guidelines:

1. Bidirectional authentication: All
remote access solutions must include
bidirectional authentication. In other
words, the remote access VPN concen-
trator should authenticate the user, but
at the same time, the user should au-
thenticate the remote access VPN con-
centrator that is being connected to.

2. Certification: All digital certificates in
the organization’s deployment must be
issued either by a trusted third party or
your own organizational certification
authority (CA). Users should never see
a certificate error at any time because
these errors are the first sign that a
man-in-the-middle attack is ongoing.
Indeed, telling a user to click “OK" in
response to a certificate error should be
considered a cardinal offense among
security staff.

3. Strict certification information
control: Remote access clients and
VPN concentrators should have non-
essential CA information removed.

4. Strong authentication: Robust au-
thentication — either a two-factor
authentication system or digital cer-
tificates — is important for end users.
Windows Active Directory has made
issuing digital certificates to end users
fairly simple. Still, most organizations
prefer to use two-factor systems,

such as time-based password or chal-
lenge-response tokens, or one-time-
password scratch cards or tokens.
Shoulder surfing is a persistent problem
in remote access environments,
and password reuse must also be
guarded against.

5. Secure Configuration: When given
two or more configuration choices,
always select the most secure possible.
Security parameters in the VPN concen-
trator should be selected to increase
security, rather than performance.
For example, when selecting encryption
algorithms, high key length Advanced
Encryption Standard (AES) is always
appropriate; Data Encryption Standard
(DES) is never the correct answer.

With the high-speed processors
available in today's notebooks and PCs,
there is no reason to select a less-secure
algorithm. Old concerns about export
controls on long key length for authen-
tication also do not apply anymore,
which means that certificates should
be generated based on key lengths of
at least 2,048 bits.

When in doubt about security, it's always
less expensive to ask for help from a con-
sultant during rollout than it is to clean up
after a break-in. Locking the doors before
there is a disaster is always preferred to
the alternative. ®
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Endpoint Security

The variety of
endpoint devices
in use requires
thoughtful

security planning.

The true value of technology lies in the
degree to which it enables staff to handle
information or engage in transactions
that would otherwise remain inaccessible.
Despite the fact that the servers that store
and process information may be locked in
the data center, the vast majority of our
meaningful interactions with computers
takes place on network endpoints: work-
stations, notebooks, smartphones, PDAs
and the like.

As users, we type in passwords, connect
via public networks, view sensitive docu-
ments, engage in private communications
and generally conduct much of our work
on network endpoints. As IT professionals,
we recognize that the involvement of
network endpoints in the storage and
processing of sensitive information means
that they need protection.

Varieties of Endpoints

Before diving into what it takes to secure
a network endpoint, it's important to define
what an endpoint is. The diagram Endpoint
Varieties on Page 30 depicts a fairly typical
network ecosystem and calls attention to

Varieties of Endpoints

Mitigating Threats to Endpoints

the varieties of systems that might be con-
sidered endpoints.
The list of endpoint varieties is longer

than most people expect:

¢ Desktops: Workstations, terminals and
notebooks are the most obvious end-
points and represent the primary means
by which users interact with network
resources. As a general rule, end-user
systems on an organization’s network
belong to the organization and have
standard operating system builds, se-
curity policies, antimalware protection
installed and so on.
Remote desktops: Workstations and
notebooks can also be used remotely
and might not belong to the organi-
zation or be under the organization’s
complete control. For instance, a staffer
might check e-mail from a notebook
while traveling, an IT worker might log
in from a home PC, or a vendor might
connect remotely to support a particular
product or system.
o Multifunction printers: Though often

overlooked, network-connected multi-

function printers serve as endpoints as
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well. When you print or fax through such a device, sensitive
information can leave the safe boundaries of the organiza-
tional network.

¢ Handheld devices: Smartphones and PDAs also represent

endpoints. Although less fully featured than workstations,
they have large storage capacities and can be used to handle
confidential files or e-mail.

Each of these device types have different security limitations.
Consequently, varying constraints exist around what network and
system administrators can do with them. With this in mind, we can
dive into the threats facing network endpoints.

Mitigating Threats to Endpoints

In today’s threat-saturated world, securing endpoints is in-
creasingly essential. Not only are threats omnipresent, but com-
plicating security even more is the ever-expanding mobility of
endpoint devices.

Because IT tends to focus attention on centralized services or
massive repositories of critical data, network endpoints are often
neglected security-wise — but they need protection. Attacks on
network endpoints can put an organization’s private information at
risk just as surely as attacks on the central resources themselves.

Equipment Loss

The loss of physical equipment (euphemistically referred to as
“unauthorized acquisition”), while unsettling, is insubstantial com-
pared with the loss of the information that it can contain. Nearly all
endpoint devices store some valuable information, whether propri-
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etary data, internal communications or cached
passwords. When equipment is lost, repaired,
recycled or stolen, this information is at risk.

Most multifunction printers contain some sort
of persistent storage where images of recently
processed documents are cached, perhaps along
with network credentials. The potential exists for
someone in physical possession of one of these
devices to extract sensitive data from it, or have
the images retransmitted via fax or e-mail at the
touch of a few buttons.

Encrypting the data on a physical device or
portable media can help limit the exposure to
the organization should it be lost. It's another
case of risk mitigation minimizing the conse-
quences of incidents.

(Note: If a physical device is powered on when
lost or stolen, any data in use is likely to be unen-
crypted. And the same may hold true for recent
keystrokes, call logs and the like.)

Some strategies, such as whole-disk encryp-
tion, involve encrypting all data on a device,
while others selectively encrypt only sensitive
materials. The difficulty with the latter approach
is that it's not always easy to ensure that all sen-
sitive information receives protection. In addi-
tion, security experts have questioned the ability
of partial-disk encryption or folder-by-folder

Endpoint Varieties




encryption to protect data in complex operating
system environments.

When investigating system- and disk-
encryption products, look for features such as
key escrow or shared keys. They will allow the IT
department to decrypt data in case the original
key (or original key holder) is unavailable.

Be on the lookout for too-good-to-be-true
encryption claims as well. These include claims
that an encryption algorithm is better than stan-
dard and analyzed algorithms such as Advanced
Encryption Standard (AES).

Subversion and Infection

As noted, encryption might serve as a suitable
protection for information stored on powered-
off systems. But information is generally unen-
crypted when in use.

Spyware, for example, generally has access to
whatever materials the logged-in user can see.
And bots running as background services might
be able to access anything that the operating
system has access to, including files on other
devices on the network.

These possibilities make it critical to protect
network endpoints against attack. Host-based
intrusion prevention, antivirus/malware products,
local firewalls, diligent system administration
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such as a USB key or a backup medium.
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and user awareness training are all key components in a program
to protect network endpoints.

As in any security situation, one can never presume that any effort
will prove 100 percent successful. Instead, one should approach the
compromise of network endpoints as a realistic possibility and plan
for it with strategies such as security information management,
network segmentation and network admission control.

On the software side, protection against subversion and infec-
tion begins with a broad category of solutions now called end-
point security products. Most of these were marketed for years as
antivirus tools, but with the addition of personal firewall and host-
based intrusion prevention — and the broadening of antivirus to
include multiple types of malware — the familiar antivirus moniker
has changed.

Recently, the task of selecting endpoint security tools has turned
into a beauty contest. Product evaluators have found that the domi-
nant products are largely identical in feature and form, yet have
slight differences in management style.

Of course, each product will have moments when it leapfrogs
the competition with a new feature or coverage of a new type of
threat. But over the past three years, endpoint security products
have converged to a high and fairly uniform standard.

That's good news for IT security managers, because the choice of
an endpoint security solution can focus on the features that really
matter in a particular environment, or issues such as cost, vendor
relationship and product extensions, rather than concerns about
whether the solution will work.

When choosing and deploying endpoint security tools, pay par-
ticular attention to some of the newer features being added, such
as NAC, application whitelisting and mobile-device support. In these
areas, compatibility with existing infrastructure is critical, and there
are still differences that may narrow down the choices for a par-
ticular organization.

Eavesdropping and Impersonation

Network endpoints rely on other network resources in order to
be productive. This characteristic means, as a rule, that sensitive in-
formation (the files and data that the endpoint handles, as well as
authentication credentials) necessarily traverse the network.

Consequently, unencrypted network traffic can be vulnerable to
some degree of eavesdropping. Passively listening to network traffic
reveals a great deal of private data, system administration practices
and even passwords for services, as anyone who has ever operated
an IDS has learned.

Remote network endpoints have always dealt with the problem
of eavesdropping: VPNs and cryptographically protected application
protocols such as Secure Shell (SSH) or Hypertext Transfer Proto-
col over Secure Sockets Layer (HTTPS) make it possible to conduct
private transactions on public networks without major informa-
tion leakage.

However, these measures also create a false sense of security,
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because users often aren’t aware of all the
avenues for disclosure of their passwords. In
the Eavesdropping diagram above, a user runs
through a typical workday routine of signingin,
followed by Internet/e-mail/VPN/IM activity — all
traffic that a hacker can capture.

The VPN logon is secure, but the other two
may not be. Moreover, the instant-messaging
logon might happen automatically, without the
user even knowing about it.

If the user employs the same password for
more than one of these systems, the eaves-
dropper might well have the ability to read the
user's e-mail. The potential may also exist for
the eavesdropper to access resources over
the VPN because, in addition to the instant-
messaging credentials, they have likely seen
the addresses of the VPN concentrator and the
web-mail server.

Eavesdropping isn't required for password
disclosure. If the user relies on the same pass-
word for organizational e-mail and personal
e-mail, online shopping accounts, financial ser-
vices accounts, iTunes and airline frequent-flyer
accounts, then many organizations have posses-
sion of the password.

While websites such as Amazon.com
may be trusted not to lose all of those
passwords, the same trust shouldn't be
given to less-recognized websites such as
CheapDealsOnSocks.com.

The solution to the problem of password theft and password
reuse is to ensure that stolen passwords won't be useful to an
eavesdropper in any way. Use of digital certificates and smartcards
is one approach. But if the overhead for a public key infrastructure
(PKI) deployment seems out of reach, then token-based systems,
such as one-time passwords or time-based passwords, are a rea-
sonable alternative.

An even simpler approach is to educate users to protect their
passwords from disclosure. For example, they should never reuse
their organizational password for anything else.

Protecting passwords isn’t the only eavesdropping issue. Data
in transit across an organization’s networks may need to be en-
crypted as well. While one typically considers the internal network
in an organization to be safe, the possible presence of both hostile
software (such as an infected PC) and hostile people on a network
means that eavesdropping should be a concern.

Unfortunately, there is little agreement on how to resolve this
issue. While Microsoft Windows has supported automatic system-to-
system communications encryption for many years, few enterprises
(other than Microsoft) have rolled out this valuable feature.

Third parties have also come up with on-the-LAN encryption solu-
tions that go beyond the Microsoft boundary. And the Institute of
Electrical and Electronics Engineers (IEEE) is working on a standard
to push encryption down to the Ethernet layer.

One of the concerns with such widespread encryption is that it
can act counter to good security policy, as some network eaves-
droppers might be IPSs, malware-detecting firewalls or network
auditing tools. All of these tools become ineffective in the face of
widespread on-network encryption. ®



Glossary

Access control list (ACL)
An ACL is a data set that dictates user per-
missions and access to particular objects
within a network. The list consists of users
and what actions each user is permitted to
perform on a network object.

Advanced Encryption

Standard (AES)

AES, also known as the Rijndael algorithm,
was first published in 1998 by the Belgian
cryptographers Joan Daemen and Vincent
Rijmen. The U.S. government adopted AES
for all encryption purposes in 2002. AES can
be used with key sizes of 128, 192 and 256
bits. AES users should select 256-bit key size
if it is supported in their equipment.

Annual loss expectancy (ALE)
Used in risk assessment, ALE defines the
annual loss expectancy for a particular asset.
This is calculated by multiplying the single
loss expectancy (SLE) by the annual rate of
occurrence (ARO). For example, an asset
with an SLE of $6,000 that is attacked once
every four years has an ALE of $6,000 x
1/4 = $1,500.

Annual rate of occurrence (ARO)
Used in risk assessment, ARO defines how
often a negative event occurs per year.

This glossary serves as a quick reference to some of the

most essential terms touched on in this reference guide.

Please note that acronyms are commonly used in the IT

field and that variations exist.

Bot

Short for robot, a bot in the context of
network security is a compromised com-
puter that is under the control of a third
party (sometimes called a “bot herder”).
Typically, bots are used to launch distributed
denial-of-service (DDoS) attacks, send spam
or host websites used in connection with
phishing scams. Collections of bots, called
“bot armies,” can number in the hundreds
or thousands.

Denial of service (DoS) attack

A DoS attack prevents legitimate users from
accessing system resources. A common
method consists of saturating a target
(server) with requests so that the natural pro-
cessing flow is slowed or stopped entirely.

Endpoint

Network endpoints are devices, such as
workstations, notebooks, smartphones and
PDAs (as well as printers and fax machines)
that connect users to the network. They
all require unique security consideration
because of their access to the network.

Exposure factor (EF)

Used in risk assessment, EF defines how
much of an asset will be impaired when
a negative event occurs. For example, if a

virus is expected to infect 25 percent of
an organization’s systems, the EF would be
25 percent.

Gramm-Leach-Bliley Act (GLBA)
GLBA is a federal law enacted in 1999 that
sets out rules and provisions for financial
institutions that protect a citizen’s finan-
cial records and information. These provi-
sions include doing security assessments;
developing and implementing security
solutions that detect, prevent and allow
timely incident response; and performing
auditing and monitoring of the institution’s
security environment.

Health Insurance Portability and
Accountability Act (HIPAA)

HIPAA is federal legislation passed in
1996 that includes a privacy rule creating
national standards to protect personal
health information.

Internet Protocol security (IPsec)
IPsec refers to a suite of protocols that are
used to secure IP communications via au-
thenticating and encrypting each IP packet
within a data stream. IPsec supports both
transport and tunnel encryption modes.
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Low and slow attack

A term used in IDS and IPS parlance, a low
and slow attack operates below the alert-
ing level of most break-in detection systems.
For example, if an attacker were to try to
brute-force guess a password using low and
slow techniques, they might try only a single
password each day. Low and slow attacks are
particularly difficult to detect and mitigate
because they operate below the threshold
of most attack evasion systems.

Man-in-the-middle attack

This term refers to an attack where the ad-
versary impersonates a remote access system
itself. Remote users are led to believe that
an imposter system is, in fact, the legiti-
mate source of remote access connectivity.
The attacker can inspect and alter all traffic
between the remote user and the organiza-
tion’s network.

Network access control (NAC)

Also known as network admission control,
the term is used to describe a user-focused,
network-based access control. With NAC,
any user attempting to connect to the
network is authenticated and has the se-
curity posture of their workstation checked
for compliance with the organization’s stan-
dards. Based on the authentication and the
endpoint posture, the network itself will
enforce access controls as defined by the
NAC manager.

One-time password (OTP)

OTP is a password that can be used only
once. Typically, systems that are based on
OTPs generate lists of passwords for each
user. As each password is used, it is crossed
off the list and the next password is the one
that is expected. Variations using hardware
tokens are also common.

Payment Card Industry Data

Security Standard (PCI DSS)

PCI DSS is a set of security standards created
to guide credit card processing companies
in defending against fraud, hacking and
other security threats. Processing compa-
nies must be PCI DSS compliant if they are
processing, storing or transmitting credit
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card payments. This set of standards has
been adopted outside of the credit card
processing industry.

Phishing

Phishing is a form of online scam that at-
tempts to trick people into disclosing private
information, such as credit card numbers.
Well-known brands are often used to lure
subjects to spoofed websites — or even
hijacked domains — that look legitimate.

Regulatory risk

Regulatory risk is a type of risk resulting from
the failure to comply with a required regula-
tory regimen. Rather than a risk generated
by a negative event or a failure of threat
mitigation, regulatory risk is suffered when a
compliance failure (such as through an audit)
results in a penalty to the organization.

Sarbanes-Oxley Act (SOX)

SOX is a federal law passed in 2002 that
defines legislative audit requirements for
corporations’ financial reporting to improve
the accuracy and reliability of corporate dis-
closures. From an IT perspective, SOX pushes
organizations to archive and store any
finance-related document or e-mail.

Secure Sockets Layer (SSL)

SSL is a cryptographic protocol for commu-
nications over TCP/IP networks. This protocol
encrypts segments of the transport layer pro-
tocols for an end-to-end connection across
the network. SSL has been superceded by
Transport Layer Security (TLS).

Shoulder surfing

This term refers to password theft
from looking over someone’s shoulder
(or simply at their keyboard) while they
type in their password. Shoulder surfing
is a popular way to collect passwords,
and is easily mitigated through the use of
nonreusable passwords.

Single loss expectancy (SLE)

Used in risk assessment, SLE represents the
expected loss to the organization for a single
negative event, such as a virus infection or
a break-in. The SLE is roughly calculated by

multiplying the value of the asset affected
by the exposure factor (EF), and factoring in
the total downtime. For example, if an asset
generates $28,000 in value each day, has
an EF of 50 percent, and is down for two
days, then the SLE is $28,000 x 50 percent
x 2 = $28,000.

Time-based password token

The most popular of the token-based pass-
word schemes, time-based password tokens
generate passwords that are a direct func-
tion of the passage of time. Time-based
password tokens typically show the pass-
word in a display, changing it at specified
time intervals (usually every minute). The
actual password entered is normally a con-
catenation of the displayed password and
a second fixed password (or PIN) known to
the token owner.

Traffic analysis

Traffic analysis is a security threat when
carried out by outside parties. Even if the
contents of the traffic remain encrypted,
eavesdroppers can make inferences simply
because the traffic is going on, and poten-
tially put an organization at risk.

Unified threat management
(UTM) firewall

A term originally coined by IDC's Charles
Kolodgy, UTM has become one of the domi-
nant firewall forms. At its core, UTM brings
together three main ideas: multiple secu-
rity features, integrated on the basis of a
mature firewall, deployed in an appliance
form factor. Most UTM firewalls include fire-
wall, VPN, IPS and antivirus features at a
minimum, with URL and content filtering,
antispam and application-aware firewalls as
common additions.

Whole-disk encryption

Whole-disk encryption can happen through
either a hardware or software solution. This
approach encrypts every bit of data on a
disk. The term “whole” refers to the fact
that this is an all-or-nothing approach to
encryption. Users cannot pick and choose
the files that they wish to encrypt; everything
on the disk is secured. ®
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